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[»** i ] mms; - rmkmmn^mm^<D 

mm*ni'<*igi»<o'*try hie, *<wry vftm-t 
& yj\s~- -?% \z.W£%> mi ttws-Ls 

fflESfcSiJ* ir J: o fjk £ *u 6 « 4Hb7 ^ =r y X a & <t tfii 

a»« fefflv ^rff 9:^ fc Bt^iift^ffip 
[H*«2] S9iaai«fljy-K««tt, m^*** b<D 

(Dvhfrb, Wintry h*rfti3as*5t>©SraRi-5C 
ttPI-o«9J^*«l ^ T £ r<h i 6 M*« 1 

/j: SWSU^Sr W *9 ^ X S r l icfS 

mmZtiZ'*try bx hy-ASrjftSf h^y 
4 ~/u K t «r»fc bit 6 C <h fc 1" 5 M*9 4 £12 

l»**6i B9E»fl]*£EA^5fflE^s> ho** 

mi<07j-/u K*J «E^ y 2 
g»«tcfr5»£fc:, IJE»l^:7*~/i'KfcfflEJS2 



(2) #12000-315997 

is»*« 9 ] mtmmm ; - kjss £ wsesw toy - k 
/ - ksk js ft £ if na^bfe J: t^* ?t ttesE 

30 <O0h<O—B<O'<try b t -tO«l«)-»^^r y hirT 
m-<0'<>ry b* b V~Mz.?mi-Z>-'°>ry b\U±m- 

t«*:*i 4] mmm^mt, mm^y 

a ^r- ^ LT#fc^ v *s ^ m^Jt t X ME A 4 * M 

[»*«i5] jfii com^m^m^htc^^y b%% 

**rv b&tt^tStiX^zmtfr ts fl'^ry Y\zMm 

+ ^> WF-fWbr ^ ^ y x a td j: tnittft ^ $r mm v x m 

50 /<>ry b{ZttLXM&mz<Dm%W£*mttz#><D, St 
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3 

9 fir 3 - i MMtfci"* ✓ - KttH. 

eea^txreiR i com^m^mLxmrn-r^^y 
mmLxm^&m*no^%M%tz>'<try m<o*ti? 

«TE*2(0l«#*!HI«rlKi-fc«)^>, JtMSHTPTIBtetfcft 
ftuEfg l w«HJ-*aSrJS LTiS«-f ^* y h<D80E 

^§i1Jffi»)^^^v^T, «ie«»ok 2 ^iiff^a 

^5^6, K^y h£&a^£t>^£jItR*t- 
Stt LfcMEJB 1 OI»-»»afclllS*ufc/<»-y M~^£ 



(3) #12000-315997 
*+ 5 £ £1! *. fc Z k £4*« S ^ - K^g p 

i 8 ] m%zm i jitwu 2 <&«-Mia¥»0)'j> 

— r x^-^/i^ftftftatfir 5 *a*£tf - £ £ 
[0 0 0 1 J 

/o mi>x®t§tm%mm%feRw%%mm*fro j- k 

[0 0 0 21 

[tt*Ofl[»l ^yhtFIFO (First-In 
First-Out) ^-yr-^aLJLo/^y M> 

w&attrs a (^jE»ai#i8jft#j«a*>*^ 

[0 0 0 3] :^J:5fe«MWi«I^f^ 
te«rBSCfc«>J^ (l) VxrA^fflPK^r, 

*ttt, *fctt, (2) «lJ«fi#^K*/<4ry httW- 

khtiz> 0 

[0 0 0 4] ±JB (l) JS«fcttJ»HbT?* «i 

[0 0 0 5] ±E (2) w*ife^J:S*Wk«rfT5^^ 
ra f t — i e t f — o s p f — omp — 02. tx 

50 [0 0 0 7] H2 0lifct>-C, 10 1, 1 1 1 JlBf^b 
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{i/-K (TKUXEl, E3) , 10 2l±flWM!/ 
-K (7K^E2) , 10 9, 110, 1 1 9tt*^ 
h (HI, H2, H3) , 1 0 5, 1 0 6, 1 1 5(17 
-KE1, 2, %m<D*y , 10 

7,10 smm&mmwiVhZo him 

[00 0 8] ^^t, lo011ff«i^l^N>r 

[ooo9] t:t, H12 oo^fA^ms t x 
nM-flsflijy- K^i3*t«**o**feajtM (sp) & 

<DI©^*fl,a3g» (SP) £&yiMbLfc«£\ rtb^lo 

[0 0 11] hZZ>1)K JCffi hRFC 2 

4 0 1 j X-feSkStiZ IPsecJO h^/u^e— Koj: 
5»w, (flf-JHbffjeo) h^y^fcBS*fb1"5«t 

fc. 

[0 0 12] 

£\ I P s e c co h y^/i^— h'coX o \z (Bf^HbfflJ 
tzfr, h^JIW«liE«:#ltbfc(a^b»a/»BE 

<0*C, «»fby- KWcfcttfc/^y hOj(8#&II£# 

if t fcnt ^aoafe^ijf b ^Wflg^-r^ * 

/ - KMEfcltflW- 5 C t * i M fc i-s. 

[0 0 14] 

[OT^M^-r^fc^co^] (1)1**1) tt s 



(4) #12 0 0 0 - 3 1 5 9 9 7 

6 

Lrttf-feaSrtf^^tlMko^y Md, -t<0^4ry 
h ^11-5 //I'-^Sfcftft 5»J5U*&#4 U ME** 

%itrj\»=rv xA&£.xfmtfm&ft% txm 1 wns^ 

mm^mixmm u iti^mu-mmn, mmm 
mots- K««*»feaflrufc/<^s/ M^s-statME 

»i©»^a^#i»t'»jR2«)it*fta«r, mmtsh, 
fcWEit-waajSESrffl^Tffi r. t *a. 

[0 0 15] ^KOPt^aii, Bt*fb*5J:t5 
*fctt881iE«a^#'Cfcf3, JB 2 <0B»**a.aH:, 
tt\ tt**bfcJ:tf*fcttRffit?fc5. B®m^ 
If, t^ra !)f^f^7^Nyf'yn (SP I) T 

h& 0 m%&mmmi*s mmnz&^xn, w 

[0 0 16] &£t<te, SuEiif^tiy- K»««, ff] 

E^y h<nm%mc&'5^x, mm^wm&co 

[ 0 0 l 7 ] #4 L< li, ffirEBf - KKltt, ItlM 

[0 0 18] »^ t< tt, #JE«r*{R9/- K««tt, #1 
E^s/ ho^y h^yy^^ti^1#^coiii^± 
co -7 -/i/ Kfc^ y ix*. * - £ ItifcA s/ 

[0 0 19] #*t<tt:, ttE^5>$'**- 1 UT»R 

[0 0 2 0] HF*L<Ji, IrI— Olt-WbT/l^sf y 

h/sj/^ftSo l iBK±07^ #JE 

[0 0 2 1 ] L< II. *lEig««7- KS«iflE 

jo fl^br/p y x a *j j: t/fttt« t <rc m <o ic ffl-t a j« 
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[0 0 2 2] ff*L<!4, *6E«»J^«rBAi-SIIME^ 
4 -/v K*s J: tfME^ y > a. HSrESEr 6 ff 2 co 7 ^ - 

^ k«>/>4 < ^ h 2 y ^ —iv nz.$mt% x 5 k t 

XfcJ;V\ fc6v^i, »*L<f±, ME^y^***:^ 

-t%7<<-)i>Y m7L\t. spi7^-^k> 

# (0iJ*J3, TOS7^^K, Priority C 
lass7^;VK, 7o~7^7^-;l'K, Lab 
el Stack Entry^Exp?^ —JV K) 
IfiA-ra J: 51- Ut)i:^ 0 fc*3, ±Eo^i"*woi§* 
fcfc^Xk* #ftb<te, MIB^fWy-KSKiiWK 
Silly - KKHt^WT, ME^r-^KKEaM" 5 
fit (M#Tf4fi(rE»l<0 7^— /i/K^E5$+SII^^T 
J:i\ «#X12RS l <oyj KfcffiSI-SirE? -r 

«JlCfroTt>J;n. ftfc* #ftL<t*. Mfoi^i^ 1 

^x , mmmm / - kss« t mmmn ; - mm t 

-/i< Yk<D? 4 muffin* h=/i-x£ 

XlifitfE* 2(D"7 ^ —~}V h\ tttT O S 7 -f 

5ri:fl^i:^^ 0 ftfc, fc-Wbr^y XA^SHf 

*«C9&&^£fcte»£LX, **«>»**Qr3HS«^ 
<D»a©«f*#^flBi:*5 (Bf^fb^, «#{b#K:, 

[0 0 2 3] #4 U< tt, iWtl/- KSM* ME 
KS»fc*>Mt», SffEKSWtaffl"*-^** 

itilE^if] / - K&BSs J; tf*rE«-§-$ 9 / - KgSgcopfij 

(Wirt, H#oW*«i31«ll©*<Z)*/Jx^H»»- l Sr 
[0 0 2 4] «Fftl,<fc):* &^LXBBtti-6&»Ollf* 
&*fifcLXt>J:v\, 



(5) #12 0 0 0 - 3 1 5 9 9 7 

5 

[0 0 2 5] Jf*U<tt, «*feai: W + SO^y 

M^i-*±5K:LXt>J:i\ fcsvM^ »*8tt7 

SSSSi: U ^ttfefcttSSBRLX 1 oOttJM&aS'* 
^Afc*tefcLXfcJ:v\, 

[0 0 2 6] ffftL<tt, mJlSBff-tftM-K^SJc^^ 
6Pf'^M«^b^^tK^fcfmtiEM#4X'^0, 
WIB® #fll y - KS£ 1!: & 6 « #4b& J: 
/0 *fc«»BETfc5J:9l-tTfcJ:v^ «|x.rts IPse 

[0 0 2 7] ftfc, «x.tf I P s e c Wgffl 

^rttT?fc9, *3t^©*fc, ipse ctnsAmmm^ 

[0 0 2 8] fcJfcE (W*3ll 2) tt, /^yh*** 

20 SRw/^yH:, a«E**<o^iy 

* 1 0 1 T S #J S ^» t > iW El* f-fb T 3' y Xix *j J: t>* 

fcf So 

[0 0 2 9] »tU<f-i, ttE«S*Stt, Wl?miE* 

[0030] ff^t<(i N «rE«a*«tt, WE^y 

E*4 SW8»J^ t«l 0 S r 5 J: 5 t X t J: v\ 
[0 0 3 1 ] (If #JI 15) tt,»l Ofit^^H 

■IC^V^X, /<4ry Hcf+4-$tuXV^«SU^i:, R/< 
WJCWttXEIfrt-^EIi^ftt, /<^y hlJ:»tXlttE 

•brlx, a^s^fcttnw^jfta^a^tttE^^y h 

[ o o 3 2 1 ff ft u< tt, MBttVJf-ft^ WffftKfejK 

^^ttt^ PI-CD fi^J 9 J: 5 LX t J: 

50 \,\ 
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[0 0 3 3] #4 L< tt, WEHWJ^tt, ffi-~£>i**<b 
[0 0 3 4] (IS*916) tt©y-K3SK 

«B»«lillKJ: >m 5 «kfc fcftlfc r i *#* 
[0 0 3 5] (»*3S1 7) tt, hK#l 

Sfs Ltcmmm i com^mm^m^titz^ y y iz.^ 
frmmmwmz.m^x, m%mm<D®2<Dm%® i m 

[0 0 3 6] #*L<tt, WWRKSr^Rfci-SWI-o 

[0 0 3 7] $f£L<f** MfS^y h^;y 



(6) #§12000-315997 
[0 0 3 9] »$L<I1 BtTSE* 1 *3J;0 ! *2WI»#« 

[0 0 4 0] ##Woy-K&BW\ a— 
/0 ^S*IIirtSH*i*oTt*T:feJ:<, ^fc^-** 

[0 0 4 1 ] fcfc, K«JC«5**Mtt*ft^«-5»W 
[0 0 4 2] Sfc, 3S«4fc:li*S^»6*ISWtt, a 

[0 0 4 3] *«WJCJ5^T, SfSiBSy-K^ftXH, 

^5feT KU^SfcttSSJfer KU^^y * K (b) ^ 
( c ) /p^;v#^ (d) aHS4f- hft-S-tSft* 

ferns. 

[0 0 4 4] a^iftijy - K«B • aflTflU - K36Sffl«r 

teais^Bt^b^y Mcfi, />*< ttsdssagu^ 

(fl*.fi, -fe^3LyT^^<7^— 94U 3 fy9* (SP 
I) ) dS^D$tt5 0 Bf^bT/u^yX 

[0045] igftfiijy - K^stt, rm— 60 

m^itrjv^y xj±te£.vmfiim&w~os<iry vxho 

50 %x% 0 
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// 

[0 0 4 6] &T> Sflr«|y-K3Slltt, 
«jy- KSS«*»feft« Ufc»*{b***tfc^y 

[0 0 4 9] «l**IESrifi»i'f SIBI-©^ 

[0 0 5 0] Mfctf, «U«RlESrjMJi:UiVv< 

^lt, asu^oa*5^y hn, *4*i*-t«tfS26 

[0 0 5 1] *55^"C«, RlMlf^kT/U^yX 

[0 0 5 2] 

[0 0 5 3] £*f\ *H**lBoS*W4**lcov^-c 
[00 5 4] Pf^Ri] y — J: *fctt«-WI y - K i 

[0 0 5 5] Wff*BE*«^5S4/<^ y h ft, tf v 



(7) W2 0 0 0- 3 1 5 9 9 7 
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M-*£*t h^^^o 

[0 0 5 6] ^SSWtlt IPsec (4y$~* 

[0057] wnwiy- k (awMjy 

-K) t««l-/-K (S««y-K) icom&tgiSfeS 

[0 0 5 8 ] #Htt?g1gT?H ^^Dt^TVVx 
-'VaV (SA: Secur i tyAssoc i a t i 
on; BIT, S A fc**) J ^rtSfc 

tt, ir^r^ 1)7^7*0 ha/K lflMHb7/U=* !J XA, & 

flf«3&s^*tb^o *S»Si*rii, SAfiKSiJttWi. 

^^r^Df^^^N>T7^^ (S P I : S e 
curity Parameter Index) J N 
r^O/^y h#&-*Hb$*i£'<#y~- K<07 KU* 
20 I P s e c co h Kte*Jtf 6 h 

a/ki <o3o1f*<0jfia>f>4£ o 
[0 0 5 9] ***»tt-CI4, m^WJ- Kfcfc 

yr^ry 3 V^5IJ1 *> h 

7n-«t5 r^W^^j «r5fiJffi+5o ffiffl"5J«B* 
iri^^^^bT^ (a) **rv Y<n^%T YU^tz 
ttSft7K^OMh, (b) ^^hcO^fTcTK 
30 U-X^fctl^-ftTCT KU^©y * K (c) yai>^ 
(d) 2HfJ(K- h#*i:S«7K- h#^, ftifis 
W*.tf, (a) IMC^5tT Kw^Wo 

Ty^i/gy^f^^Cf^ *fc v il< 
il^iffif 5«t SA^I^J^^pj-^yN tt >r^ MctePJ 

WSiJffitt (SP l3&s»4Si(0) fc*9^t**Ss*«fc 

[0 0 6 0] */c, SAOrtS^^t/SAlW'JflMt^* 

wx.ii i s p i (D^tezm^fr^&mmm 
t-tz-ftm. te»^riBfc uftv^*fe, 2*45 (hv^ 

yi/ffln) y-hTKi/^MLtPlCSPiMlLT 
JO W9STBH6i:1-5*Sfe, PT«i:L4v^fe, 4^» 
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xox\±, sAmmm<D-a cwtiispi) o^-c 

SA*rttJfc"e*ft»fra«*>ft. KTNi, 

•7 hSr«^t;i-5R{^ (Bt^bSftfcitt&'^y h 

^ »8HHb/*<ir y McW^bSti/l"*:: 

toB&JxT^ftSP I ©^SAfrfl*5ei-5»^0«* 
*fcfcRWi-ft. 

tjc*fctt«-wii/- Ki: i>x<omm%%t%;~ k) 

Kmf *4b $ ftT JcfWn $ii^S p I OMR/^y h£ 

w**&a $ ^ zis^immu. % a *& o«i t «t> * 

[0 0 6 2] *»!SHSllT?tt, IW*«E1-ft&B0*>ft 
fca^N&ifcft. 

[0063] tr^t, -fc%mMWx\±, mc±*x.y 

**o, SA«8iJttr«WJ|*&J;5*SA«:1(lR}*oJ:5 
fr*rtfc*nB"ca>ft. SAiwjflHijwit&ft 

[0 0 6 4] *HlfeJf?J6-efl, (IPl-w h y*jv 

aPf^^^-^^^ry^ (SPI) j&sftfcftj; 
5majf-fry*/x-vg V (SA) ^»^o 

SrfiPiCt^-nrflB-CfcS (fcfcU S A«38iHt«+4t) 
^SAWioWt, s P I #Eli:te4ft*£#fc 
ft ; hV*MBP / — KT Kux^-tr^a 'Jf^n h 
=^#ftftft) c ^oi:^ v (1) A^yh(DA^« 

yS/jifctfftttft/^y M£ll*ttft S P I £H<j<9 
&£o\C~tZ>3im y (2) S P I £S AliS'lffico:^- 
/VKtv ^^7> / 3.|ifflO7^"-/W'KC0 / >^< th 2-0(0 

[0 0 6 5] ^sy^»«S:tHH-5RliHeffl1-ft/Ny^ 



(8) #12000-315997 
1^»*L^ 0 (2) (Dm^\Z\t s 20(75fy7^ 

-A* K<D* JMiBff *{bfl« t a-fHbtiltf) J - KOKSI-J; 
DSEJEprtB^fcS, I s A KM P ft y 

n ha/WtfflV^TKffOitWtK^bfflia-WbW^y 
[0 0 6 6 ] rhi:J:^ -tr*^ lif h^/j^ k 

LfeBP *fta0>ttJMb# Wig 1 4 ft. 

[0 0 6 7] d©J:3fc;frifctt\ IPsec^F^ 
Ko»frlC, fcft hy*/HC»LT*-<0-fe*a.!J 

[0068] st, KT-eri, *i«#a«->^^iKW4 

[0 0 6 9 ] ft& s BITTtt, ir^r^ yr^yp hn/u 
tfPff**^ o- K"Ckft»fr (iaHtffll-CBt'WbSrtt 
i\ SftW^SE^bfefiria^) ^r^^^R^ft^, 
t^^yr^oh^ /W365»IE^ y ^^^^ (iS«fl|-C 

OS-tr^-a Dr^nf 3^*SBK*«-o*eo!**lb^-f 
n- K"C*>ft»-& (jSiSiWITRS^b^^OfggSEttf^-^ 
fefTV\ ftflr«T*»BE*jJ:tJ e tt*<b*ft5»-&) 

jo wicni5i«-efeft (iS^wtttit-ij-^iaorts^aEteft 

[0 0 7 0] , V*^AOSB 1 OfffifcW 

Cov^tRWtS. 

[0 0 7 11 *1 0*rt«|-ef4, I P s e c fc^V^T, 
ir^r^. y v-jy y^x-i/g ^ (sa) 

l-ft»^co«^ao^Wb^j*^i-o 

[0 0 7 2] B Ifc, *»Wfeaffli-ftii«*-/ M7- 

[0 0 7 31 Hl©*y h?7-^»C*jtxr, U4li»4Hb 

tIBJtrft) * 2tt«*ft«y-K (7K^^£2t 
t-ft) C^T> KE 2 tlBiR'tft) , 9-1 Hi* 
*h (T K^t^tt^tlHl 1. H2, H12it 
5) , 5f±y- KE lfjco^y YV-t ((DM$) (£Jl 
T, S i t e 1 £E3ti-ft) , 6li;-K-E2«^y 
h 7-^ (UT, Site 2 <hlEjf 1"ft) , 

7 , 8 tl^^aKM (SP:Securitypro 
c e s s o r) , 3, 4lit^a|j7^T-"M-^ 
(SD:Security Database)!?^) 
50 ft 0 
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[0074] hik:*$^t, t&KDm^&ms ~ V 

[0 0 7 5] Hi fc*JV^x. y-KEU hy*;ucoA 

P£U /-KE2^F^;U{OffiPit^I Psec 

h^*^Wft1-5t>^£1-a. 1-fc*>%* /-KEi 

tt, Site 2JCR-f5^^ h^O/N°>r^ Hi, 
fcittf I P s e c TW#{fc LT "?6$fe7 K = E 2 " 

/— KE2li, iPsechy^/^LTy-KEl 

[0 0 7 6] t^a'jr^f-^^^ (SD) It I 
P s e cWMCfl BSttfc, n a 'Jf^!lt/- 
(SPD:Security Polic 
yDatabase) t^a'Jf^Ty V 3 
y^—^— X (SAD: Secur i ty As so 
ciation Database) i:^ 2 ol£#3&»frl 
£ 0 SPDft /<^y h*r«HNfcLT hy^/HCil 
I"***, £fcttflt^b£1" b v^;u±^^i"6^\ 
* £14**1-$ *\ i^ov>XOlf^^^trT , -^-<-^ 
"Cifc*. SADii, h£«*<b1-5»£fc 

yxj*, s p 1 t-fro^-^^-^T*) 

& 0 ***»H8'Cft, SPD^SAD^ — 50Ox-^ 

[0 0 7 7] H2KL, J — KE l^/'-KE2d«fIt 
5t^aUf^7-^^^ (SD) 

[0 0 7 8] i2T'(l y>*)\>m&<Dj~~ V<0 
T Fisxtti'tfi h±** y r^y 
Si, h^/ufflp^y- K0>7 Kw*#E 2T-&5 <t 
Sfc'^y KO?*b, iS<S5c7 K^^^H 1 1 &tc{±n 

^(OftOS i t e 2{Cljai-$^y httflf^kStl1"fc 

[0 0 7 9] **fbtr(B2S-r&^y Mdoi> 
tfis h^/KDttJp^sy — KE 2 - c*>*J;5ft^y 

SH§7C7 K^^H 1 1 0/N>r>y Hi, ir* 
a Ux-f 7"P h=ty^=E SP (Encapsulati 
ng Security Payload) , BS^bT 
/Wrfy XA = A 1 v *=K K SP 1 = 1 0 0^)t^a 

ijf^ry^x-^gy (sa) icv^ ¥>y&ti%~ 

k\z.tj:Z a hv^/KDtUP^y- KE 2"C*>S J: 

Sft^y hcop^v 2Hf5c7 K^Hl 2<0^y 



(9) #12 0 0 0 - 3 1 5 9 9 7 

Hi, t^^!)f^7°P ^^=ESP, fiHHbT/l"^ 
!)XA = A2, ft=K2, SPI=2 0 0<Z)t^rayf 
^TVv'x-^y (SA) ir-es/tv^^^sri^ 

[0 0 8 0] it*»9fiB 7 < £ t , J 

K8t4, a^ffl/- Kfc*oT&K4flf# 

AO f a«(B«:*'t"S. fc*J, /- KE lfej;^- KE 2 
fi^-ftii K£ tttS^ftU- Ki LTfc 

^3l^g7^Pf^3i^®8<tfiMli:t>^T^ , 9, « 

^hm/ ~ Kjc^BJi* ^mmmmtm^in; - kk&b 

[0 0 8 1 ] / - KE 1 f4«»<A8#-^Lia§g« 7 £^0 

Kftl^±t4ft^JK:«^b&a£^ 5C^m5t«)t 

20 [0 0 8 2] *3llfc«t8'ett, #/<-Jr '7 h fC»JS+5 S 
P I Mg^T, 

(C, /-KE lT»tt, h^S&*{b*tS^, SP 

1 = 10 0 CO/<^r ybfcSPI=2 00 fl>^<-5r y h ^ 

KE 2"C(i v Bt^k^tifc^y fSra^b 
1-^^, SP I = 1 0 0 y hiSP I = 20 0 

{b^^r^o fc-fe^A/, *«-t«ta«att, y-KEld< 

[0 0 8 3] -rT\ H2^J:trH3<O0«C*5V^Th>' 
^fflPOy-hWK^*E2iU iSfllTcTKU 
x£H 1 i/H 1 2h-*%**ry h*i*#«flri-a»£ 

[0 0 8 4] 41*, /- KE iTfi, H2fc#HBt (ir 

$:E2H, Sit 7t7 KUX4:H 1 1 h 
^ x t^raDf^/n h S P, vm-ikT/UJ}) X 

40 AA 1 , iHt$SK 1 (C^oTSf-^fbt, SPI-100 

[0 0 8 5] ^fc, hy^MUP© < /-bWK^fe 
E2<bU aifiTcT K^SrHl 2 41-*BE/<4r -y b 

-t^a.yr^7°o ha^ESP, Bt^bT/U^y x 
AA2, «flr«K2»Cj:oXBff^bt, S P I =2 0 0 

[0 0 8 6] ^^i^, SP 1 = l 0 0T?*>5/<^5/ h 

ft* # 1 ©B&^asa^aL, spi = ioot^ 

S^yl^tt, #2O«^aSST^ai"5 0 
50 [0 0 8 7] /-KE2m h>*/UtiJn©/-K<0 
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TKu*£E2i:U S P I = 1 0 0 tt h^*ry V 

[008 8] ^ bV^A-aiPtf)/- K^T Kl/X^- 
E2^:U SPI-2 0 0 h1r$s<'fy -fe^a. y 

[0 0 8 9] -fcoBU SPI«100"Ct>6^yh 

i^s # i ©»*^tt«-?»au spi = ioot^ 
[0090] ftfe, sp I tc£oTit**a8S1ffcfcJ6 

1-5 »g\ s p i ^aaj&SBS^tosKti^fflSfc «t ^> #< 

[0 0 9 1 ] $fc, RgHMtly - KO»ol*#«3ffi3SltO 
[0 0 9 2] ±!2-m, t^a^f^A'^^ 

8'JttHR ( hy^nr sPKt^»jf^ 
i^/i,) ^«2*:ar«s»ofifp^toas«t/^y h 

[0 0 9 3] SPI W-eir*a!)f>f7y^x 

- > a V S A £«6giJ "C * £ £ 5 l-i- 5 fc u: % s ANBU 

P I^>»*feflFSftv^J:5^Lfcll'&^tt % »tf»MaS 

[0094] ttc, h<Dm%<D®$rmmm&i l c 

K-Ofi, s p I (JiJ:f>^^*fe^v^§^i: t^T«T& 

[0 0 9 5] *(P*a«i/XfA^jg2(D«ji« 
[0 0 9 6] ~ lPseci3>T, (PI— CO 



4#SB 2000-31 5 997 
/$ 

ft* s p I v^fi^S^iA^^v^o^-j^^ 
[0 0 9 7 ] n?-^«ritttBiiro0iji:ra«-r*) 

t§t^ajJ7^r-^-<-^ (sd) $l&7jki\ 

[o o 9 8] 0 4©rt*fcj:ii«r > h>*MUg^y~ 
K^)7K^^E2Tfc§J:9^y Mt v (-feu? 

[0 0 9 9] h y^ttlP^y- K^)T K^^dS 

rir^r^y-r^yn h3;V=ESP, V&^VcTjV^V X 
A-AKi=Kl, SPI=100^^rayf^7 
y*>ai— >a> (SA) J ^ r-ferfe^y t^d h n 

;^=esp, **<krw=/y xa-a i, i=Ki, s 

P I « 2 0 OO-fe^^. y ^-f 7V^x- i/a y (s 
A) j ^^ftol^y t°>^$tl^o 

[oioo] m-<D±ut ?><z*$i,x®$k(D±*^y<r 

4/<y*<-#Jyy?y?X (SPI) fflit^fg^i 

ic*H/c, io<7)s p i £^$itT&< 0 *ur, r» 
(D I P/^y h^y^*JJ:V*fctt I P-W Ko7 

bcD/N^v-^m (h) rniaot, 

ftffltSSP I*5-»«Cje*5 B 
[0 10 1] H4fc*JV^Ttt, f*BS3iLj coiru^^ 
IC^LT, A r y a |H=o^SP 1 = 1 0 0*s#JC 
Us Ay^ a fH= 1 P I - 2 o o^at/s-tfcc 

[0 10 2] fc5t*t > H4jr^^T, /Nyi/aH(H07 

Kttfl[#ft«(0-fe^3. y x^^-^-<-x (s 
D) Ht*^S*^o 

[0 10 3] !3^fj;M^ /-KE 1 

•Cli, v h ^{jf ^t-t S P I = 1 0 0 CD 

^7F^SPI=20 oco^y bttv HfcSflMMa 

a»iisprw*-(is*ff5o ^^«^#^ P?*wi**«ta 

[0 10 4] ;-KE2tlt «f#^Snfc/< 

^yhiffifftt^*^ spi=ioo^^ 
S P I = 2 0 0<Ds<fry bits **5P»*teatt«S 

[0105] -fe^ a. y ^M>77 ^ 

^ (spi) jritf^attH (sp) i©»jjiinitt, 
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'Jf^T-^^ (SD) rtfcftftbTfcJ:^ 
U -tr^Pf-fT-^^ (SD) mz.imLTh 

[0 10 6] b^Z>X\ Ay^^tUli, &51r 

5 \zz<ofkft&Wtit1r& -5 ^ £ a- ; */a co 

ftdtotfoHflfcn*-*-, *JtMS»» , Ctt, lis co 

[0 10 8] 2#@^^:/h y *\s9filt$kiS7cT 
fcHrc* 6 4: £ £tti£{f 5cT K^wuy^t^J:^) 

[0109] 3#@co3t>-hyii, iru^^^ifTcr 
[0 1 10] 4iBOxy h y it, -tri/^^ttaHSJB* 
[Olii] 5||(^xyi> tw^tthy^ 30 

[0 112] fcSA^^^^A« r >alH^tS 

H = K mod N 

t-r^p Kit, 4jifcftfc^*^*-fei/< 

[0 113] *l«»ii»V^^AO»3W*rtflflJ 40 

[0114] rd-cit, i p s e ctc&^x, (W— <o 
^^-Myfy^ (spi) fiai^KSftaj^ 

ir^^yr^yp K=ryix^sf^T/u=ry XAfc«|MR 
tt^XR-' e;fc& J: 5 4**0* #3. Pf^ry 
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[0 115] &1\ 0 6^ s 1?=^ yf^/^^-^-f 
[0 116] t^^!lf^A*7y-^^yfy^^ S p 

[0 117] DT^A'y^^^^ 
(SPI) SrfflV>fcW*&3iSrfir^ IPsec* 

[0 1 1 8] *y h7-^IM(iil^|^p]it'l) 

[0 119] B7i:, y-KEl^y- KE2:W*8M- 
5ir^r^. y T 4T — $<<-X (SD) ftHf^-f. 
[0 12 0] |7T1t lf v Y>*fr&UV>;—Y<D 

[0 12 1] *t hV^/KDfflP^y- KE 2X&5 
J; 3 y Kt -fc^-a y -r ^ 7°n M^-£s P, 
8ffjb7/^yXA = Al, l=Kim, SPTd* 
ftfcfc, *ftrot^ra!)7^7y">3i-i/gy (SA) 
CO 1/ *T ti^m ^ y t D y ^ $ iX & 0 

[0122] ::-c, -mt tr, A r > a7 ^/vK 

= 1 00it5^ i=0, 1, 2. 3 0>4SBStfV\5/ 
^ffi^ffifflWIgTfcO, 4»SPI- 
1 0 0 X (2 N ) + i = 100X4+i (0 g i < 4) 

[0123] 4»SPI=100X4r i (Q£i 
<4) tO\^M>\C^y \f % s?£tlZ>s*4ry h<7)V&WK 

^mZHbtZks Z(Oy<^ry hiaX SP 1=400 

[0 124] rcD^rt, KE 1 fcdBV^T 2^(75Hf^ 

J: 5 S P I = 4 co/n 6 ^ -y h ^ s P l = 5 y h 
# l coi»^SSfll s p -cwww&a U S P ] = 6 

■sp-c»*fls»at*. y-KEiidio^r 

4 (^>/<>r yhfcSPI»5 O^-Jr >y h * # 1 COPf^M 

stsp -ea-s-^tos L N S P I = 6 £0^>r h t s P 

I = 7 co^/r ^ h # 2 (0«^3®3g« S P T^im 

[0125] #ii£#i§4ii/ x'r&com 4 <om&m 
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[o i 2 6) iPseccohy^-Ki: 

[0 12 7] IPv4©M{:it f-fV^-^yhR 
FC 7 9 1 J \ZXt&fe£tlZ> IPv4^^0 fTyp 
e of Servi ce7^^Kj l^^^il^ 

[0X2 8] IPv6<0»^l:}±, hR 
FC2 4 6 0J fwT»££*L6 IPv6^^^ fT r 
a f f i c Class 7 4*~)\>Y\ Tp 1 o w 

[0 12 9] £fc v I P s e c h^MiMP L S (M 
u 1 t i — Protocol Label Switc 
h i ng) 07^^f y^^/<XT-§ggt,£tt,£$g-& 
£13, ^y^-^s' hK57hdra f t-letf 
-mp 1 s — 1 abe !-enc a p s-03, tx 

(Experimental Use) fyhj y 

[0130] ZOtt, 0 9^**1,* J; 5 %2(n 

H # it H £ *X> JK^ y VaflH d* ±IB 7 -f - /k K £ Ji 46 

[0131] <cfc, rctii^y'/ato^Mts 

Bt^aitS (SP) Srife*-*-*^ ^r^IiSP 
IttwW^fefflV^ttJl^SlitlW&ffitta (SP) 

[0132] s p i <Dm*h&#Hrtmgtm (s 

[0 13 3JH101C, SP Ud/Ny^»««r«aW&* 
$m#ifc©-W4\ 01 HCSPI ic^ 

[0134] nt«*ifctt*«o#y-Kic*jv^r, tm 
fb+«#**«ynKtt (sp) idft, #^o^tv^ 

[0 13 5] ilOm^T, SPI^aO/^yhfi 
1 COBf ^MiSSSE^ SPI-bl, b2Wy 
H^^2^g^WJ£gT\ SPl=b 3 60/^yh 

[01361H1 Hd&^T, SAHM:7-f— yUK=a 
W'^s' Ht #f* (H modMl) Oltf-&jb31ttll 
TftMiSJv SASHM?* — ^K=bWy Ml, # 
f (Ml + (H mod M 2 ) ) Mf^miMt 

xm>mt$tiz> 0 mi, M2f±, -^m, sa 
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[0 1 3 7] H}1 2i£*5^T&, S P I^r>^7^ 

mod m) «)it**af3i«ii-eft3istt5. m 
Ions] bio^bii m^U(Dm^m^"x 

> 3 y co m ~c ass £ ##1- a r t # pifiitc a 
[0139] Bf^WR'P^s/ h»i, m^itm^ 

[0 14 0] 1131:, *«^»rj:-5B|f^b{fl!k^s/ h 

fel(07D-ft-h^to I14C, *$&m 

20 h»7D-f^-F^f 0 
[0141] 4*5, H 1 3&J:uqi 1 4fc*Si^-C, 

to = rwE1*«ft4j , m-Zritj = fgij irH^ 

[0 14 2] *1\ Hi 3fc#JBL4*Sfe, Hf^HM^ 
30 try h^ro#J||||£OV*TBMM-5« 

[0 14 3] P£l£^fclW<0/^y h E 1 fc^y h 
POPf-^HbtjO/- K (h^/KDAPy-K) COT K 
k*, E2^y hP^tg^M'loy— KtOTKU* 
<b-f~£ (XT'^S 11, S 1 2) 0 

[0144] ^r^Sl 3Ts t^raHf-fT 

*#JLoj&»&fctt*i,tf % StLT3S<7>« (NULL) d« 

40 y^Poif§ (SjJSNULLftb, Po = "JSS 

[0145] t*a»If^!li/-Po^ 
til* Uf^7s 14) x P*mmLX {x*r 

y-fs i s) , mm%mtz Q 

[0 14 6] ir^^. y r ^/Kli *>-P 075s M #af^k" 
Tfcixii Ufy^SH) , ^❖'y hP' : -/N 0 >r.> 
hP^ L (^f^St6) , /^^P' ^7 
K^=E 2, jgftTLT Kk^ = E 10 1 P/n'^-/ 

50 [ 0 1 4 7 ] -fe^a y 7 1 ^ y $/- P o ^ "Uf -g-^" 
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htllf (XTy7S 1 4) s P r £irU^Siw#t1~£ 

f-y/S17) , '^y bP^W^S/ScD/^;/^ 
^S18) o AOTWjJt^ a !lf>f^7> 

<5«[I SriSiRi-^ (^r-^7°S 1 9) c 
[0 14 8] S^iw, MJrSPIII fcttL-CttfflStu 
SPS*^SIS«S P<D#f-<h UX (^fy/S2 0) v 

U (^f^S2l) , PS^M^yhP' £r> & 

[0 14 9] IH^MIW^ 

[0 15 0] P£I P*^-feMk**tfc^n-K, £ 
2*/^y hPicm~£tg-SHbfjy-K (hv*MUn 

t£ (^^^^S 31} 0 
[0 15 1] t^r^Df^T'Dh^/WPr^AH (MfiE 
^fc^ESP (Bf^b-^-f a— K) m^Ttix* 
i>%YttCtt (^7^S3 2) , /^yhP' : ='<*T 
V bP£ U £fcS£/<4r$> hP* fc^hvyftS 

Ty7°S33, S34), ^^^Po^ "IW 

S 3 7) v #9^Po* "3W*ft" -cktui, 

sxhp' fr*a/w^iia«i-s (^Ty/sss, s 

3 8) 0 

[0 15 2] — ^fy^S3 2T\ i? a y r >r :/ 

-fb^-fa-K) COVN-ftl36>-C^nif. /^yhPm 
al)f^^7^-^^yfy^^SPI CQfl|f$K£-&tfO 

t\ l*^yhPl:«t5SPIkU £fcA = (S 
P lit I , 7K^E2 S t^faj ^-f^n h=>;UP 

r) , m«tsp i«nc#LTaffls*t$ii»*»asi» 

SP«MaT (^y^S3 9) s ^M^-^Q, 
IMSPl^V^, ^y hP^ ^a!)f^7V 

fy7 s S4 0) D 

[0 15 3] '&%itfrf£$)Ltt%i&\m (^7yyS4 

i) , ^c, s p mncwt-s-feu^^srs, 

hP' h-^^f-*f^*t U^*£S' , -feW^S 

lc»i-<£>#5) *P o £ t (^7y7 ? S4 2) , S- 
s' hpo= "ft^Hb" Tfcfttf, hP' 
S/i'-^fcaHIL (xry/S3 6, S3 8) , ^oX 
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y^S 3 6, S 3 7) « 

[0 15 4] t)lX7y/S4 OTOtf-iHfcfcjfcttUfc 
(XTyfS 4 1) % ^y h P * ^llt 

(^f^S3 7) s ^aS:»Ti-So 

[0 15 5] &*5, ill 3feJ:tfBl 4tt%^T, SA 
S8S'JW$R= (h^;HilP7K^, SPK i-^^ ii 
f^7DM/i') fcftTJM£3W#&aS«SPK:'<* 

*Mij£ffiS P(7)#^J r M : -A#ttffl1-3Pt 

fttlisisp©#*j fcg$&x.b*i£o 
[0 15 6] W;, B»*«a/-Ko**fcov^-CKW 
+6. 

[0 15 7] Hi [ill 3 «*« *3j:tWai4 

[0 15 8] *l»-8-*!iay- Ktt, '<*s> hA*S8 2 
K ^y^»W2 2, i/- KfS^^-y h«aJB2 
3, 1r*a y ^4 ^p* {SP»#tt«) 
2 4 N t^Pf^-^^ (SD) 25, a^b 
t^llf^otyt (»T, tM4fcSP) 2 6, « 

y7-</fy^»3o, ^y^3.fHR$3 is 

ma!l7^ntyil- (SIT, PM*SP) 32, 
[0 15 9] ft*3, Bt^bSPttt-WbSPifca^L 

•tKtt5»&icf*, ^liysr^t^io^w 
assarts BHHts p t«*fcs p t tuat 
!^7£*§&fwte, fi^ons^bs p^a^bspj&srti 
^TOBf^toaSB^^-fS jffl#£-t 
a) . 

[0160] - Kfi, v V MjU 2 i 

[0161] Si*, KUX^g J- KT ku^-c 

[0 16 2] r<D#§\ 7°P h a;V I D7^ — K?5\ 

[0 16 3] — # x ^a hayui D 7 -f — ;V *sl 

[0 16 4] /<try HErftWfeSPlR^lt«2 4m 
ir^^y T^T-^^-^ (SD) 2 5Sr»*U Sff 

y^Mvfy^ (SPI) \z**y7ir 
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5«*<bS P 2 6 fCT^ n- KO«*^31S:^t5 0 
[0 16 5] ^{ci, (M**jt* a yf-f*!l ^-ft* 

hco^'y^^ir^ra. 'jr^r-^^-x (SD) 2 5<D 

mM s s9-y /^^W2 9^?) 

[0 16 6] fifcvvc, £a&7 Kwx^gy- K7 
[0 16 7] £f\ B»*ft«Hr*»i;x-{!J« 

D) 2 5CQtfc«£fT5o 

[0 16 8] feu 9:it'<tryh<o^y?9im^y?' 
t%£?te^**V : r'(T--'?'<—x<Ox.>'h}) (SD 

[oi6 9] — jj s zok^teSD^yh yj&sfc^W-fr 

[0170] t>u ><**5> hfrnf-wk-r^^K^ 

[0171] tU fctf^Hb+S&R^fch* 
$Pf*HbS P 3 2^^V^*C, SfS'^y Ufc 

soxy h y KTS&£;h,69£^b7;w:*y xa«*/b 

[0 17 2] ft*b\ ±IBT?tt, Hi 3 (Pf^« 
1114 

Sr^Lfc^ 13 13 (tf-g-N) SfcttBU 
[0 17 3] BjH§-«yi/- K(D/n- KttCol^ 

[0 1 7 4] HI etc, *i*#ftSy~KO«j#4: L 

[o i 7 s] hi 6tc*sv^, *^taa/ — Ktt, 

M1^^7x^Sl4 3, *5<J;tf (CPU44 1 
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+ y*y 4 4 2«r£ir) ^*&g«u 4«Mi*.a e 

[0 17 6] ^ 1 SriBV>5^0l^ 

[0 1 7 7] M7-^^^-7s-xS4 2 

<D9 o- K# I PWPDUt^l^^O ( 1 P- i 
[0 17 8] #fl#*&JS/- Kit, s<#y h£*y b V 

[0 17 9] *y ^-^^fy^-7x-^4 

jo 4 s\cmit~rz>o 

lo i so] faUtom4>&~yx.~xM4 3xi*. v 

X&&4 3f^<D7^l7-X^ y^7-^FW^|L 
V^-7^-^i$4 2 Sr***t5 0 & 

^~*U4 Z<0*yYy—$TYV*h LlZ'^y h — 
[0 18 1] M**y h7-^^fy^-7x-7^4 2 

[0 18 2] /— K*^^y h?7-^-f 

[0 18 3] ^d-KAM POPDUt^^i 
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I 3/ h&SP I fc»fcfcKmtfNULL«fc 

^^7x-^4 3 wsfrr * 0 

(0 18 4] rttt«l3a>rv^-7*-^jSB4 3tftt, & 
E"C*>*Uf o - K 4ri? * a. 9 t >f 7* p ir y f-flj S P 

[0 18 5] U**s/ YV-m 2 

K («B»#{b8tlOPDU) , W+2&«fcfrofcSL 
[0186] &tc, H l 7 ic, *af^sy - KOfll^ 

[0 18 7] Hi 7fc*J^T, ilf^M^y-KlL 

tt, CPU64 1 1 ^^!) 6 4 1 2&%&^~y K 6 
4 1 t. lilf:l*^t^a^r^f-^-^ 
SD^<tl) ! 7^7-T'f>^f-y;VFW6 4 2 1 
frrLny h6 4 2 ^r^o 0 
[0 18 8] Myf«6 lSrffiV>2>^!9^ 

!7 — ^^V^-^x-^ai6 2, rtfflMfS^X^ — 7 
-*S5 6 3 , ^J:W*;«^6 4^07 :f "^fe^^^ 

[0 18 9] ty&tthmUe 4tt, Pa*^ 
y K^I POPDUT'&V^GO (I P 

SD V •fe^*y7-^^CJ-fey^*aJSP<D < ffSfrtT5o 
[0 19 0] Bff^&Sy-Ktt, 
^><y^-7^-^jS6 2*>6>SWILfc»£l::tt, £ 
"f\ *^ yf«6 1 ^rilLX^^M^e 4 tefttt'*** 

[0191] tp&l&mUG 4 TIL $i\ h^^S 
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f^/<7^Ny7^^S P I s fcitWaSi"'** 

i?^ y f^QtytSS PfcjfcJfcLfcflL 

[0192] Df^f^PtiytdSP-CIl &S 

yf-MG 1 &« LXtp&toMtt 6 4 £i£{S1- 

/0 [0193] tp&t&mn 6 4 tt, S P I ^ h 

ftp/- KOT Ku^*r*i6, ftjfeT KV*« hv^/u 

[0194] UiA*yh7-^^-7s-^ai6 2 

(0 19 5] ty$:&mn6 4\Z.#\,*X* \> 

ft, - 1 PCOPDUT-^^a^^fl^ 0 ^^ h 

^CPUttf 0 ^^^fttttLtf, ir^^yT-^-T-^ 

P I (gm^y h^SPI Sr*fc3i*m«NULLffi 

i)f^ynt7«SP{:Mt6 0 
[0 1 9 6] •fedF-»y^^7 p D-fe 1 y^»SP-ef4s ^-f 

tr, 4>*«ia»6 4^jSfflr+-5. 

[0 19 7] tf^S§156 4tt, ^^yf»6 1 

&*H-StBAl*y h7-7^^-7x-^96 2^^ 

^-7x-x^6 2^^f1-<6o 
[0198] hP-*^ y^7x^g(i6 2 

40 1L ^yf-ne lfrbmt}£ti1t'<>ry htMLXU 

[0 19 9] ft ic, #MtoB»oJ:5fe'fe** y 

st^aDf^ryi/x-v'gy (sa) ©usttrifefc 

[0200] [lisle, rto^tD-t^-a y r r/y *> 

[0201] 13 1 8ic*3v>r, «f-Wb«y- KE 1 fc* 

KE2I1, SPI = 1 0 0, 2 0 0IC^t 

so x, iwicir^^yx^^p hnyp "esp" % m m% 
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\tT)Vdt\)XA "3DES" % jp] "X M 

(SA) «r?»Sz;i-5ri:Sri«ji:i-5o rot 
SPI=100^yhi, SPI=2 0 0^' 

[0 2 0 2] £f\ y-KE 1 JifcT^te&ffitf) 

[0203] m^itmy-m, *t\ ±ist-**h£ 

fflt^a !) f ^ry^x-'>g y«:*4f Sfc*^ I S 
AKMPffiOT^a 'Jf^Ty^x-^gyrtif^ 
fcfcK:, (Hd r, SA-NP (proto, a I g 
o, SPI) ; KE ; ID) £f#oISAKMP/< 
try h&ai«1-5. ::t?» HdrttlSAKMP^ 
s/S^y^, SA-NP(ilWWD^f;w^ 

[0 2 0 4] /-KE2Ji, Ztl\Z.nt%J&®bLX, 
(Hdr, SA-NP (proto, algo, SP 
I ) ; KE ; ID; AUTH) £Igt\> 
[0 2 0 5] ZZX\ AUTHtty-KE2«J:M+5B 

[0 2 0 6J /-KEitt, rW^-fs/Sfft 

tt N (Hdr*, AUTH*) £M1~ 0 ZZX, A 
[0 2 0 7] ±3B^#lcJ;«9 I S AKMPiry v-3 v 

l^t^aUf^7y^x-> 3 yW4t t- 
£fc£9fr? 0 r:-c, RicisAKMPfflot^y 

[0 2 0 8] ft*5, *H»liTil s ir^yT^TV 
toe— */a >$L&mz y I SAKMP/^yhlCt^a. 

y^^^o-fey^tto»tciH+sflr« (swig) 

X^J;V\ CtWl, ±fEM£iJfi£ % ISAKMPWVe 

n d o r I D^o-K«r**5ri:lc:J:t» *TtBfcfc 
So Wfctf* «F*<b«l/-K(OSfeW*^M-C, «*ft*l 
— L CM (M, N) coft/h^fi»^K^1-Jxtt\ '<»ry 

MWit^nn £coflHHb/-K, a-wb«/- 
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'>x-$/gy«ii4i$i:, t^rayf^^7y-Nyf 
-f Ktf> 2 o<o-f-fy a -/v KWMMtS»£ 
tf, SA«B»Jflr«OftS) £ I SAKMP'^ty MC& 
I S A KM PCOVendor ID^o-K 

[o2i o] set, **wr«ffl**i*i*-JMb^y h 

[0 2 1 l] 81 *«MT?ttffl**lS«P*<b/<-5r 
yh^)7^-vy h^t 0 (a) iS-fe^a!l7^o 
K=i^SAH<0»^"C*>f3, (b) ^ESPOig^ 

So 

[0 2 12] (a), (b) fcfcvvc* tfy^-JvWI 

p^yM3±t**y ^^co i p^p-K«ogiiM\ 
m-<tt$ti%M&£Vm%4bi$h,tc'&cn i p^^ Re 

M£ft,1tMftXfoZ> 0 (a) fcfcv^Ttt* tf!J^ 

(b) fc*5V*T«\ «lfetefll*.T 

[0 2 13] <t*5, ir^^r-f^n h=vWl, ff I P 
-2/^ (I P^^-tr/Hb-t^BR^W^Sti^y^} ^ 

cpCO^n FnyU##-eJtSS*L5. IPv4, IPv6 

U IPv60i^Clt ESP«^y^iUS 
frftSOfC^U IPv4(0»*i:it ^n-KH 
XUiotiZ, 

30 [0 2 14] &fc N AH, ES PirktC, ^-Jry^S 

/K •■WbTA'^yXA, «H»«tC»tT, «££>SA 
[0 2 15] *3tt|[*tt"ettffl + «^5/i/»flt 

[0216] fr-fi totems - \* t\*~-Wk 
50 <, Sbfc1B»^i^-j^-Clott±oflFf-»3iy-K* 
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[0217] *%m&, IPsecfcW£<, 

[0218] w*« t a 

tt, t^yf^/<^^>f yr^n (sp i) « 

[0 2 19] fc;fe\ «±0#«ffitt, y7hfx7il 70 
[0 2 2 0] *£l!9Blfttt, nyt^-^^pjf^ 

[0 2 2 1] #3893tt, ±»Ufc&«^l»fcI8*£h 
[0 2 2 2] 

£ i tin, *Dafl!)StMtt*ril5«>artASTt5. 
[[§1] Hl7-^o-0iJt^ 
[12] *»w<o-||iSJKtttc:ff5-t^ a .y7 i -<7 !f -^ 

^-:x<B«h*0!l&^+B 
HI 

[H6] m^nmmmz^^^VT * > 

[B8] n»lKffitt«c««M^otto«|«:RWi-Sfe«) 



i o] ra**»ttfc«aH»*»3ioao»w*ft© 
[mill BXiii^iBicftstt^fta!^*")^^**^ 
1 2] w*is»tttc«si»*»a«)a*)»it*ifew 

e> fcfc<0«fj Ift W f 5 fc a6 on 

1 4] m^mmmi^m^itm^y vtmn^ 

:b i s ] wmmwmm^j- mmomma^ 

i6] mumrm\mhj-mn<o^Y^^7 
«*©~«*:*w-b 

17] Miilci^y- KSi^- K^x7 
Hi s] ^Wl^f^t^ayf^ryv-x-^ 
hi 9] pm«»ii^«5BS^b/^y hco7^— r 

120) «*<oit-9Ti«fcov^RM1-**:«>«>H 
y — K 



9 — 1 1 h 

5, 6-*y h!7-^ 

7, 8---Bf^fe«Sgfi 

3, 4, 2 !]f^f^^/<~^ 

2 1 hx^ms 

2 7 •••a-iwMw-te*;* y 7^ #y ^-atftw 

2 & hmt}& 

3 0 -af 4Wk«-fe*a y r * ^y t — ftr^M 
3 Wn 

3 2-Bf^b'fe^^yT^7 B n"fey^ 

4 1,6 1-^-Y yf-fflS 

4 2, 6 2»4j/F^>f>'^-7x^i 
4 3-^WI^y^-7x-7^ 
4 4, 6 
6 

4 4 1, 6 4 1 1-CPU 
4 4 2, 6 4 1 2 -^^ey 
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t*8PW100. 
prcto-ESP, 



for SPW^O, 



Hdr $A4JP(protood ( Al90,SPI) KE JD AUTH 
Hdr 4 AUTH* 




Hdr* SA~Nf*{prot<X»i,A!go ( SPJ};KE*; ID*; AUTH* 
Hdr* AUTH* 

JWaA^P'Cprqtocoi.A^o.SPIJiKr; IDWThF 




Hdr* SA-NP*(prottMXMJgo,SPl)^E*; ID*^UTH* 
Hdr* AUTH* 
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